NOTICE
Agenda available at
MEETING OF THE BOARD OF EDUCATION genda avallable o
schools.ca/agendas
OR scan this QR Code

of the Regina School Division No. 4 of Saskatchewan

February 11, 2025, at 5:30 p.m.

Regina Public School Board Office — 1600 4th Avenue

AGENDA

Land Acknowledgment

Adoption of Agenda
Declaration of Conflict of Interest

Approval of Minutes of the Board Meeting of
January 14, 2025

Celebrations

a) FW Johnson STEAM Program
(p-1)

Delegations / Presentations
a) Presentation to Tara Molson, former Trustee

b) Director’s Report

Jason Coleman, Superintendent of Student
Achievement/School Services, to

comment.

Chair Adam Hicks to comment.

Mark Haarmann, Director of Education/
CEOQO, to comment.


http://www.reginapublicschools.ca/agendas
http://www.reginapublicschools.ca/agendas
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7. Standing Committee Reports

a) Indigenous Education Advisory Council Trustee Lacey Weekes to comment.
(pp. 2-5)

b) Priorities, Planning and Policy Committee Trustee Sarah Cummings Truszkowski to
(pp. 6-7) comment.

8. Decision ltems

9. Discussion Items

a) Annual Information Technology Accountability ~ Aaron Baumgartner, Superintendent of
Report Information Technology Services, to

(pp. 8-18) comment.

10. Next Meeting

a) Planned Agenda Items for March 18, 2025 Board
Meeting

e Celebration of Bisons for Change 2025/26 School Attendance Area Analysis
Director’s Report Biannual Administrative Procedures Update
Audit and Risk Management Committee November 2024 Election Candidate Expense
2025/26 School Year Calendars Report (information only)

Tentative Collective Agreement 2025/26 Budget Development (closed session)

Student Suspension Report (closed session)

b) Agenda Requests

c) Notices of Motion

11. Information

12. Diversity Acknowledgment
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13. Closed Session

a) Collective Agreement Update Reagan Lowe, Superintendent of Human
(enclosure) Resources, to comment.
b) Indigenous Advocates Report Discussion Rick Steciuk, Deputy Director of Student
(enclosure) Achievement/School Services, and Mark
Haarmann, Director of Education/CEOQO, to
comment.

c) 2024/25 Board and Director Evaluation process  Chair Adam Hicks to comment.

d) 2025/26 Budget Development Barry Lacey, Deputy Director of Division
(enclosure) Services/CFO, to comment.

14. Rise and Report

15. Adjournment
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TOPIC: F.W.JOHNSON COLLEGIATE STEAM ACADEMY
FORUM INTENT
[X] Open Session [X] Delegation / Presentation
[] Closed Session [] Decision
[] Discussion

(] Information

BACKGROUND

F.W. Johnson Collegiate STEAM Academy focuses on fostering creativity, critical thinking, and
collaboration by incorporating Science, Technology, Engineering, Art, and Math (STEAM) subjects into
the curriculum. The goal of STEAM education is to provide students with the skills and knowledge they
need to succeed in the 21st century workforce. STEAM education typically involves hands-on, process-
based learning activities that encourage students to think creatively and solve complex problems.

CURRENT STATUS

Team Presenting

Sara Salazar - STEAM

Cam Wiest - STEAM

Traci Cleveland — Learning Leader

STEAM ACADEMY BY THEME

Grade 9: The Incubator
Students will explore a variety of technology to develop their innovation, engineering, artistic,
collaboration, and problem-solving skills.

Grade 10: The Start-Up

Students utilize their own contexts and interests to recognize and identify problems to solve. Working
collaboratively in entrepreneurial “Startups”, students will propose, design, and “pitch” their innovations
and designs.

Grade 11&12: Growth & Innovation
Students will examine global challenges and explore relationships between the technological, social,
economic, environmental, and artistic aspects of society.

e 150 students approx. in the Academy in Grade 9, 10, and 11.

e Focus of tonight’s presentation — Technology and Art portion of STEAM.

PREPARED BY DATE ATTACHMENTS
Jason Coleman, Superintendent of Student Achievement/School  January 31, 2025 [JYes [X]No
Services



Meeting of the Indigenous Education Advisory Council 7a
A Standing Committee of the Regina Board of Education

Tuesday, January 21, 2025

TR Multicultural Room
Regina Public Schools Division Office
MINUTES
Attending: Albert Robillard, Diane Kaiswatum, Jim Pratt, Margaret Rockthunder, Roland Kaye, Wanda

Lewis, Adam Hicks, Brandon-Shea Mutala, Cindy Anderson, Lacey Weekes, Sarah Cummings
Truszkowski, Ted Jaleta, Vanéa Cyr, Jeff Cappo, Mark Haarmann, Rick Steciuk

Regrets: Betty McKenna, Dale McArthur, Tracey McMurchy
Chair: Lacey Weekes

Minute Taker: Alma Tholl

AGENDA ITEM DISCUSSION POINTS DECISIONS/ACTIONS

Welcome, Tobacco Vanéa welcomed everyone to the meeting.
Offering, Opening
Prayer, Land
Acknowledgment, and
Supper Newly Appointed Committee Chair: Lacey Weekes was
welcomed as Chair.

Newly Elected Trustee: Brandon-Shea Mutala was
welcomed to the Committee.

Lacey Weekes offered tobacco to Elder Wanda Lewis.
Elder Wanda Lewis offered the Opening Prayer.

Trustee Adam Hicks acknowledged the location of every
Regina Public school and the School Division Office on
Treaty 4 land.

Supper was provided by Nicky’s Café and Catering.

Updates a) Indigenous Student Enrolment as of January 16, 2025 —
Vanéa Cyr
o Vanéa reported that, as of January 16, there were
4,636 Indigenous students registered at Regina
Public Schools.
b) Taxation — Vanéa Cyr
¢ Vanéa reported on the regulations for government
income taxation of salaries for employees on non-
reserve land. She noted that some educational
facilities in other school divisions are on designated
reserve land and, therefore, salaries are exempt
from taxation.
¢) Indigenous Advocate Review Completion (attachment)
— Vanéa Cyr
¢ Vanéa noted that the Review was developed from
interviews with Indigenous Advocates, Principals,
and students.
e She asked that the Committee take some time to
read the Review.
o Recommendations in the Review were highlighted.

2



AGENDA ITEM

DISCUSSION POINTS

DECISIONS/ACTIONS

d)

e)

f)

9

e The Committee discussed Indigenous education
within Regina Public Schools and potential ways to
advance and expand our current program offerings.

¢ Mark Haarmann, Director of Education/CEQ, spoke
to the potential of hiring an employee or third party
to research and develop a multi-year plan for
Indigenous Education at RPS.

Indigenous Education Responsibility Framework
Leadership Module (IERF)- VVanéa Cyr

e Vanéa spoke to the Committee regarding the IERF
training currently being offered to Principals.
Eighteen Principals have taken part in the training.

¢ Vanéa reported that each school has been asked to
report on their school’s Indigenous Education
programming and activities.

Indigenous Student Forum — Jeff Cappo

o Jeff reported on the two elementary Indigenous
Student Forums being held at Campus Regina
Public. The first forum was held on January 15th;
he indicated that there was good student turnout and
students were very engaged. There were
conversations based on four questions that were
presented. The second forum is being held on
January 22nd; all Elders and Trustees are invited to
attend.

o Jeff reported that there will be a high school
Indigenous Student Forum held in May 2025.

e There was a brief discussion about Campus Regina
Public and Rick Steciuk, Deputy Director of
Student Achievement/School Services, provided the
Committee with an overview of the program
offerings at CRP.

Regina Public Feast and Round Dance at Sheldon-
Williams Collegiate (attachment) — Jeff Cappo

o Jeff spoke to the Committee about the upcoming
Feast and Round Dance that will be held on
Thursday, February 13, 2025. He noted there was a
copy of the poster attached to the agenda and that
all Elders and Trustees are invited to attend.

Cultural/Physical Audit of Division Office — Vanéa
Cyr

¢ Vanéa informed the Committee that a
communication was sent to all Regina Public
Schools requesting submissions of Indigenous
student artwork that will be selected for showcasing
at Division Office. Artists who are selected will
receive a gift.




AGENDA ITEM

DISCUSSION POINTS

DECISIONS/ACTIONS

Indigenous Person
Appointment to the
Board of Trustees —
Lacey Weekes, Mark
Haarmann, all Elders

The Committee had a conversation regarding the potential
of having Indigenous representation on the Board of
Trustees.

Mark referenced Board Policy 7 that includes stipulations
of the Ministerial Order regarding the process for
nomination and election of Trustees and the number of
subdivisions within Regina Public Schools.

There was a discussion on the potential to have the
Trustees present a Resolution at the November SSBA
meeting asking all school divisions to advocate to the
Ministry of Education for changes to the Order to allow
divisions the ability to appoint members to the Board of
Trustees.

There was a discussion regarding the role of a Trustee and
specifically what would be the role of an Indigenous
Trustee.

Diversity
Acknowledgment

Lacey Weekes acknowledged that every student, staff and
community member has equal value as prescribed under
the United Nations Universal Declaration of Human Rights
and the Saskatchewan Human Rights Code, noting that
diversity makes us stronger.

Closing Prayer and
Adjournment

Elder Wanda Lewis closed the meeting with prayer.
The meeting was adjourned.
Time of meeting: 5:00-6:40 PM.
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The Board of Education
of the Regina School Division No. 4 of Saskatchewan

Meeting of the Indigenous Education Advisory Council
A Standing Committee of the Regina Board of Education

January 21, 2025
5:00 PM to 7:00 PM

Multicultural Room
Regina Public Schools Division Office
1600 4th Avenue

AGENDA
Chair: Lacey Weekes

1. Welcome and Introductions —
a. Newly Elected Trustee: Brandon-Shea Mutala
b. Newly Appointed Committee Chair: Lacey Weekes

2. Tobacco Offering — Lacey Weekes to Elder Wanda Lewis
3. Opening Prayer — Wanda Lewis

4. Land Acknowledgment

5. SUPPER

6. Updates—

a. Indigenous Student Enrolment as of January 16, 2025 — Vanéa Cyr

Taxation —Vanéa Cyr

Indigenous Advocate Review Completion (attachment) — Vanéa Cyr

Indigenous Education Responsibility Framework Leadership Module — Vanéa Cyr

Indigenous Student Forum — Jeff Cappo

Regina Public Feast and Round Dance at Sheldon-Williams Collegiate (attachment) — Jeff Cappo
g. Cultural/Physical Audit of Division Office — Vanéa Cyr

"m0 oo0T

7. Other Business —
a. Indigenous Person Appointment to Board of Trustees — Lacey Weekes, Mark Haarmann, All Elders

8. Diversity Acknowledgment — Lacey Weekes

9. Closing Prayer and Adjournment — Wanda Lewis

COMMITTEE MEMBERS: All Trustees, Council Elder Representatives, Mark Haarmann, Rick Steciuk, Vanéa Cyr, Jeff Cappo

TERMS OF REFERENCE

To strengthen First Nations, Métis, and Inuit student academic achievement, in learning environments that are equitable, culturally
responsive and meaningful; To provide ongoing direction and support to school staff as they develop and deliver plans oriented to
Indigenous knowledge transfer; To advise the Board on policy matters related to Indigenous education, and assisting the Board in

developing partnerships with Indigenous organizations and governments; To annually review of the progress toward the academic
achievement of First Nations, Métis, and Inuit students; Meet three times per school year.
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Attending:

Meeting of the Priorities, Planning and Policy Committee
A Standing Committee of the Regina Board of Education

Tuesday, January 28, 2025
Multicultural Room
Regina Public Schools Division Office
MINUTES

b

Sarah Cummings Truszkowski, Brandon-Shea Mutala, Mark Haarmann, Lorena Hainstock,

Krista Tameling, Eve Reed, Saffron Panko, Adam Hicks, Ted Jaleta, Rick Steciuk, Lacey
Weekes, Tracey McMurchy, Cindy Anderson, Cori Knelsen, Erin Kolish

Chair:

Minute Taker:

Sarah Cummings TruszkowskKi

Suzanne Shuba

AGENDA ITEM

DISCUSSION POINTS

DECISIONS/ACTIONS

Welcome,
Introductions and
Overview of Agenda

Sarah welcomed everyone to the meeting. Introductions
were made.

Specialized Classroom
Advocacy with Arcola
staff presentation and
learning

Lorena, Krista, Eve, and Saffron presented a PowerPoint
on the specialized support classroom at Arcola School.
They outlined student population, specialized needs, how
needs are being met, and the big picture. Board members
expressed appreciation for the presentation. Due to the
length of the agenda, questions were deferred.

Action: Trustees will be
given an opportunity to visit
the program through Mark
later in the spring.

Diversity, Equity and
Inclusion Discussion:
Messaging; how to
support marginalized/
trans youth, etc.

Danette, Kyla and Maxine presented a PowerPoint relative
to gender and sexual diversity, including understanding the
“Storm”, understanding our rights and protections,
understanding what we can do, the importance of creating
safe and brave spaces for students, preferred names/
pronouns, and intent and impact. Board members
expressed appreciation for the presentation.

Action: It was
recommended that a
further information session
be held with Kyla, Maxine,
Danette and Board
members.

Student Achievement:
Discussing K-3 literacy,
resources, data, and
renewed investments
needed

Cori and Erin presented a PowerPoint relative to K-3
literacy, resources, data and renewed investments needed.
They provided information on the primary literacy
framework. Board members expressed appreciation for the
presentation.

Rick and Suzanne left the meeting at 7:00PM.

General Funding
Advocacy & National
School Food Program
Advocacy

Board members discussed general funding advocacy and
National School Food Program advocacy with Mark.

Other Business

No other items were presented for discussion.

Thank You and
Adjournment

The meeting was adjourned.
Time of meeting: 5:00-8:30 PM.




The Board of Education
of the Regina School Division No. 4 of Saskatchewan

Meeting of the Priorities, Planning and Policy Committee
A Standing Committee of the Regina Board of Education

Tuesday, January 28,2025
5:00 PM to 7:00 PM

Multicultural Room
Regina Public Schools Division Office
1600 4th Avenue

AGENDA

Chair: Sarah Cummings Truszkowski

Welcome, Introductions and Overview of Agenda
Land Acknowledgment

Specialized Classroom Advocacy with Arcola staff presentation and learning (5:00-5:35PM)

1.
2.
3.
4,

Diversity, Equity and Inclusion Discussion with Kyla Christiansen (5:35-6:10PM)
e Messaging; how to support marginalized/trans youth, etc.

5. Student Achievement — Corinne Knelsen presentation (6:10-6:45PM)
e Discussing K-3 literacy, resources, data, and renewed investments needed
(attachment)

General Funding Advocacy (6:45-6:55PM)
National School Food Program Advocacy (6:55-7:00PM)

Diversity Acknowledgment

L ® N O

Adjournment

COMMITTEE MEMBERS: All Trustees, Mark Haarmann

TERMS OF REFERENCE

To support strategic and effective Board policy, governance, and direction-setting: align the work of the Board with the commitments in
the 2023-2027 Strategic Plan and develop an annual work/activity plan; provide an informal forum for the discussion of key governance
and strategy matters with open dialogue and the opportunity for content experts and/or senior staff to bring information and analysis to
the discussions; discuss one or two scheduled topics per meeting of particular interest to the Board, providing the opportunity for robust
discussion and debate on the selected topics; review governance policies and practices and make recommendations regarding the Board’s
approach to policies and governance matters; manage and oversee the process for evaluating the overall performance of the Board and
Director on an annual basis; in collaboration with the Director of Education/CEO, plan and organize ad hoc and regular advisory
committees to provide the Board with a range of community perspectives each year; and review and make recommendations to the Board
of Education on matters referred to the Committee by the Board of Education.
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TOPIC: ANNUAL IT SERVICES ACCOUNTABILITY REPORT
FORUM INTENT
X] Open Session (] Delegation / Presentation
[] Closed Session [] Decision
X Discussion

(] Information

BACKGROUND

IT Services is responsible for providing all levels of IT support to all Regina Public Schools staff and
students. The IT team manages the operation, maintenance and security of the backend systems that
provide our staff and students access to services like wireless access, file services, printing and many
applications. IT Services also manages the operation, maintenance and security of all end user devices
such as laptops, desktops, Chromebooks and tablets that staff and students use to access all services.

This report will provide the Board with a snapshot of the overall performance, successes and challenges
of the IT Services department. The content of the report will continue to evolve as planning and
performance measurement work continues.

CURRENT STATUS

IT Services supports the IT needs of all staff and students. There are two teams that work together but
perform different roles.

Client Services
e Provide front-line, first level support via phone calls, email requests and self-service support
portal requests to the Service Desk.
e Travel to schools to resolve requests in person as well as provide remote support.
e Perform repairs, upgrades and maintenance on end user devices (laptops, Chromebooks, iPads,
etc.).

Infrastructure and Application Services
e Manage core infrastructure including network components, server and storage components,
application support, database administration.
e Travel to schools when required to perform next level troubleshooting to resolve requests.
e Perform repairs, upgrades and maintenance on all back-end infrastructure systems.
e Plan, design and implement new systems.




Staff Positions
e Superintendent
e Client Services (10)
o Supervisor (1)
o Technical Support Analysts (8)
o Service Desk Analyst (1)
e Infrastructure and Application Services (8)
o Supervisor (1)
Server Administrator (1)
Server Support Analyst (1)
Network Administrator (1)
Network Support Analyst (1)

O O O O O

Facts and Figures

Student and Staff Technology Devices

Regina Public Schools provides a wide variety
of devices and quantities for students and staff
—more than 17,000 in total. End user client
devices (iPads, Chromebooks and Windows
devices) are deployed based on standard
student:device ratios:

e K-Grade 3 iPads at 3.5:1

e Grade 4-8 Chromebooks at 2.1:1

e High School devices at 2:1

End User Equipment

Student Windows Devices (2,300)
Student Chromebooks (7,700)
Student iPads (3,000)

Projectors (1,600)

iPhones (400)

Staff Windows Devices (2,000)
Support Staff Windows Devices (350)

Infrastructure Equipment

Network Devices (194) connect school networks to
the data centers. Wireless Access Points (1,743)

allow for wireless internet access in every learning
space. VolP Phones (1,159) provide telephone and

intercom services in schools using the VVoIP system.

Servers (170) host all internal application, database
and management services.
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System Administrator and Database Analysts (3)

2000

1500

1000
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Equipment Refresh Cycles

All equipment requires refresh and replacement on regular intervals.

A new, long-term equipment refresh plan was developed in 2024 that factors in budget constraints.
e Current refresh cycles are focused around supportability of hardware by the vendor.
e Objective is to ensure refresh cycles adhere to:
o Ensure all technology is current and updated to ensure optimal performance.
o Ensure all technology is supported by the vendor and receives necessary security updates.
o Are financially sustainable within our budget context.

IT Service Ticket Statistics

The current IT Service Management (ITSM) tool tracks all requests for service, change requests, and
assets. A new ITSM tool (FreshService) has been procured and was deployed in February 2024. This
new tool allows us to have a more user-friendly tool for the IT staff as well as a more modern interface
for staff with new features such as a self-service end user portal and searchable knowledge base.

We are continuing to work on developing regular reporting on performance metrics to allow us to
analyze our data to improve performance and customer service.

Service Desk Ticket Volumes

The two graphs below show ticket volumes (opened vs closed) over the past 5 years, showing a steady
increase in volumes as technology has been added. Reporting improvements will continue to be made
using the new FreshService Helpdesk ITSM tool, including ticket close times by level of urgency.

Infrastructure & Application Services - Ticket Volume
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Client Services - Ticket Volume
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Service Desk Ticket Resolution Times (Mean Time to Repair)

The chart below shows the mean time to repair. This is the average time it takes to resolve a ticket and
is a key performance metric.

Mean time to repair (Trimmed 80%)
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I Days e=—Target
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Service Desk Top Incidents by Category

The graphic below is a treemap of the current top first level and second level incident categories. A
large number of requests deal with hardware and software issues along with account issues. We are
using these statistics to focus support efforts to resolve these tickets more efficiently.

Incident Categories - First Level

Staffing Notification
Spam
/Ph...
Hardware Software Other Network

Incident Categories - Second Level

Software
Account Doc
Account Other Setup Record

Softwar | Hardware | Hardware | Hardware
Account e Other Phone Projector
Password Atrieve

Reset Hardwar

Softwar € Networ
e Printer... | k other

Install/U

ninstall™] Account Soft
Modif... wa...
Software [PNEtW

Hardware Computer | Staffing Notification Software Other
L1 |
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Service Desk Phone Call Statistics

In November 2023, we implemented a new Service Desk phone system to improve the customer
experience when contacting the IT Service Desk by phone. This new system allows us to gather call
metrics as well as provide customers with information such as their wait position in the queue.
Abandoned calls are users that hang up before speaking with the service desk analyst. We have
excluded the abandoned call data where the call was abandoned with a time of 0:00 minutes.

We have averaged approximately 391 calls per month with an average wait time for the call to be
answered of just over one minute. The average duration of each call is just under five minutes. This

metric will continue to be monitored and reported.
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Service Desk Phone Call Statistics

In fall 2024, we implemented a new Service Desk IT Support system in Client Services to improve the
customer experience. This new system reduced the IT support zones to 3 zones instead of 6. Two
Technical Support Analysts work together as a team to support each other and all of the schools each
zone. This allows the Technical Support Analysts to become familiar with a larger number of our
schools and provides seamless coverage in the event of vacation or illness. There is one Technical
Support Analyst that will also assist when a zone receives a large number of support requests.

IT Zones - Previous State
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H. Ford School 240/ Henry Janzen School 373 %cc\e Wascana Plains School| 067 . ’
Or. L.M. Hanna School 470 George Lee School 343 |[Ecole Wilfrid Walker School 374 . ’ ’ ’
Imperial School 281 MacHeill School 344 |Allsn Blakeney Adult g88)
IMcDermid Schoal 133 [McLurg School 474| |Balfour Collegiate 771, °’
(Gladys McDonald School| 181 Plainsview Schaol 518 ictoria Campus 48 ’ ’ ’
[Elsie Mironuck Schoal 483 inston Knoll Collegiate| 803 . ’ .
Ruth Pawsen Schoal 248
[Themsan School 294 .
[Tham Collegiate 757) ' o‘o ’
Jason | . . ’
[Total Students 3544 [Total Students 4390  [Total Students 4568 ’ ’
talbert School 243| |Arcola School 438 |Argyle School 521| . o
Henry Braun School 373 Douglas Psrk School 297 [The Crescents School 272 ’ °
Uudge Brysnt School 360| |Grant Road School 371 [Ecole Harbour Landing 073 & ° ¢ ®
] Ecole W.S. Hawrylsk L 3
Ecole Connaught School | 450 School 892 |Lakeview School 282 O O
Dr. George Ferguson o .
[School 327 filfred Hunt Schoal 301 [Ethel Milliken Schoal 480
(Glen Elm Schoal 294 Ecole Massey School 238 |Dr. AE. Pemry School 525 ’
Kitchenar Schoal 255 Marion McVeety School | 358 |Ma|1in Collegiste 775 <> <> <>
Rosemont School 192| |[Campbell Collegiste 1617 [Sheldon-Willisms Collzgiste 250
[Seven Stones School 23 g
alker Schoal 214] o) &
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IT Zones - Current State

Floater
Dayton
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South - Arashdeep & Jason
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Strategic Priorities and Progress

The Regina Public Schools 2023-2027 Strategic Plan includes an IT focused goal and a series of actions
to guide our work over this year and the next 2 years.

The section below lists the goal and actions and provides a summary of progress since the last IT
accountability report to the board in February 2024.

Goal 4.3 LEVERAGE TECHNOLOGY TO INFORM, ENGAGE, CONNECT AND PROTECT

Action 4.3.1 Develop and implement information technology services standards and
processes to support reliable service delivery and strengthen accountability.

Progress to date:

e New IT Services AP 701 Information Security was completed and approved.

e New guideline documents created for Password Guidelines, Multifactor Authentication
Enablement Guidelines, Backup Guidelines and Third-Party Access Guidelines.

e Implementation of new Service Desk ticketing system called FreshDesk. Implementation
completed in February 2024 and the new platform will assist with streamlined access to
IT support, improved visibility for RBE staff and IT into support tickets and
improvements in IT efficiencies and reporting.

e Automated account management system was updated in summer of 2024 to support
reliable account automation processes.

Action 4.3.2 Develop and implement information technology hardware and application
standards to ensure reliable and sustainable technology for students and staff.

Progress to date:
e Numerous system and software upgrades have been completed to ensure reliability and
sustainability. Highlights include:

o Refresh of approximately 700 wireless access points in high schools and some
elementary schools to provide quality reliable wireless access in the schools
(summer 2024).

Deployment of new ITSM Service Desk Tool (February 2024).
Transition to new account automation platform (August 2024).

100 staff-issued mobile phones were upgraded (December 2024).
Expansion of School Messenger attendance calls to elementary schools
(fall 2024/winter 2025).

o O O O

Action 4.3.3 Develop and implement enhanced information technology security standards.

Progress to date:
e The external cybersecurity assessment by MNP continues to guide our work. Areas
defined as high priority will continue to be the focus for the short- to mid-term.

Security Element Description Status

Multifactor e MFA was set up on additional services. Complete/

Authentication e MFA Enablement Guidelines were created to assist in Continuing
evaluating applications for MFA.

15



Vulnerability Scanner

Arctic Wolf managed security service was onboarded in
the fall of 2024.

Deployed Arctic Wolf Managed Risk (MR) service to scan
and monitor all servers and services against known
vulnerabilities. IT staff are alerted for critical
vulnerabilities.

Deployed Arctic Wolf Managed Detection and Response
(MDR) service to ingest and monitor all logs and alerts
from servers, network equipment and applications.
24x7 monitoring and alerting by a security operations
center is part of the service.

Complete

Penetration Testing

RFP for penetration testing services was issued and
awarded.

Penetration testing was completed in the summer of
2024 and remediation completed and a re-scan of
remediated services completed in December 2024.

Completed

Security Awareness
Training

KnowBe4 platform annual Security Awareness training is
assigned to all staff.

Phishing simulation campaigns occur monthly to assist
staff as a training method to detect and delete phishing
emails.

Complete/
Continuing

Strong, Secure
Configuration
Standards

Implementation of best practices in Microsoft 365.
We have engaged with a Microsoft certified partner to
evaluate configuration within M365 and implement
configuration standards to enhance security of the
Division M365 systems.

In Progress

Unsupported Systems

All servers with unsupported operating systems have all
been upgraded or the servers have been retired.

IT is continuing to work with other RBE departments to
ensure applications are upgraded.

Windows laptops and desktops have been updated to a
Microsoft supported version of Windows. Plans are in
place to test and deploy a Windows 11 Upgrade.

Complete

Account Management
Best Practices

New account automation service was deployed in the
summer of 2024.

The new tool focuses on improving account onboarding
and everyday account management of ~30,000
accounts.

Work is continuing on enhancing the automation to
include

In Progress

Backup and Recovery

Backup architecture was redesigned to ensure backup
immutability so backups are not vulnerable to any
attacks.

Backup Guidelines updated in summer 2024.

In Progress

Centralized log
collections system with
alerting and
monitoring.

SSBA endorsed provincial Arctic Wolf managed security
service.

Complete
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Action 4.3.4 Improve client service by developing and implementing service standards and
updating Service Desk tools and processes.

Progress to date:

e New Service Desk tool was implemented in February 2024. The new platform assists
with streamlined access to IT support, improved visibility for RBE staff and IT into
support tickets and improvements in IT efficiencies and reporting.

e Service level Agreements (SLAS) created that measure response times and resolution
times to improve reporting abilities and customer service experience (fall 2024).

e Customer satisfaction surveys are being developed to assist in achieving a higher level of
customer satisfaction.

SLAs & Priority

Priority |Respond |Resolution Classification

- Most Service Requests
Low 2Days 7 Days |- Minor issues that do not affect functionality

- Most Incidents (Break/Fix)
Medium [1 Day |3 Days - Unable to do a specific function

- Issue affecting multiple people
High 4 hours |1Day - Critical issue affecting one person (customer completely down)

- Critical issue affecting multiple people
Urgent [1hour |4 Hours - Issue with a critical service

Key Risks and Mitigation Strategies
e Cyber security attacks continue to be a risk for all organizations including Regina Public
Schools.
o Current mitigations to assist in preventing a cyber-attack are:
= Continual improvement and expansion of Multifactor Authentication
(MFA).
= Managed Risk service provides vulnerability scanning services to monitor
and alert for known vulnerabilities.
= Implementation of strong, secure configuration standards.
= Upgrading/Decommissioning of unsupported systems.
= Security awareness training.
¢ Inflationary Cost Increases.
o Costs for hardware and software continue to increase. This poses a risk for being
able to maintain current hardware levels and current software.
o Current mitigations:
= We consistently release RFPs when acquiring new hardware to ensure that
we are getting the best price.
= We evaluate current technology in consultation with users to determine if
there is a more cost-effective solution.
e Succession Planning for IT Staff.
o Mitigation plan for IT staff succession planning is to have each person in each
position create documentation for regular tasks that are defined in the job
description.
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e Aging hardware and software.
o Mitigation plan for dealing with the aging hardware and software is to define a

hardware and software refresh lifecycle to ensure that devices and software are
refreshed regularly.

COMMUNICATIONS

Administration will provide an IT Services Accountability Report to the Board of Education annually in
February.

PREPARED BY DATE ATTACHMENTS

Aaron Baumgartner, Superintendent of IT Services January 22, 2025 [1Yes [XINo
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